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ABSTRACT 

The increased popularity of the information super 

highway „Internet‟ has not only made business and 

communication easier, but also faster. Security is an 

inevitable concern in this era of collaborative computing 

and remote administration. Web applications are 

available always on the internet and susceptible to 

various attacks may cause loose of critical information. 

In spite of the creation of awareness the vulnerabilities 

are still prominent. 

In this research paper researcher’s aim is to creation 
of awareness against these vulnerabilities. 
SQL Injection Attacks occur when an intruder changes 

the query structure by inserting any malicious input. 

There are number of methods available to detect and 

prevent SQL Injection Attacks. This paper includes 

awareness about SQL Injection attacks, what is it, why 

attacks, injection techniques, different types of attacks on 

web applications and literature review on existing 

detection techniques. 
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I. INTRODUCTION 

In today‘s world when the internet has become the need 

rather than facility for human interface. Web services and 

mobile services have become the need of human beings in 

the rapidly changing world. Web applications are not only 

used for business transactions but for daily routine 

payments like railway reservation, electricity bill payment 

etc. 

SQL injection attack (SQLIA) poses serious threat to the 

internet since long time. It is still extremely common, even 

taking the number one spot in the Open Web Application 

Security Project (OWASP) top ten list published in 

2010[1]. 

 

 

Figure 1.1 shows the ranking of SQL injection in OWASP 

top ten lists over the years. 

 

 
FIGURE 1.1: OWASP SQL INJECTION RANKING 

 

Every three year, OWASP releases top ten lists of most 

dangerous security flaws in web applications. According 

to list displayed in 2013 SQLIA is still at first rank. 

SQL Injection attacks target databases that are accessible 

through a web front-end, and take advantage of flaws in 

the input validation logic of Web components such as CGI 

scripts. 

 

II. BACKGROUND ON SQLIA 

 

The term ―SQL injection‖ dates back to 1998, while its 

first public use was in the year 2000 [3]. Since then 

SQLIA has become one of the most common attack 

employed over the internet [2]. Prior to understand how 

SQLIA works, it is important to discuss in brief about how 

web application works. Although web applications come 

in different shapes and sizes, one thing they have in 

common, regardless of the programming language in 

which they were written, is that they are database driven. 

Database driven web applications are very common in  
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today‘s web world. They are simply like black boxes that 

accept HTTP requests as inputs and create SQL queries as  

outputs, as illustrated in figure 1.2. The parameter values 

from HTTP requests are used to generate SQL queries. A 

back-end database accepts that SQL queries and sends 

back specific information to the web applications as 

required by web client in the front end.  

 
FIGURE 1.2: HOW WEB APPLICATION WORKS 

 

 

III. SQL INJECTION ATTACK 

 

SQL injection attack is exactly what the name suggests – 

it is where a hacker tries to ―inject‖ his harmful/malicious 

SQL code into someone else‘s database, and force that 

database to run his SQL. This could potentially ruin their 

database tables, and even extract valuable or private 

information from their database tables. The idea behind 

SQL injection is to have the application under attack run 

SQL that it was never supposed to run. 

Many WebPages take input from users, such as search 

terms, feedback comments or username and password, and 

use them to build a SQL query which is passed to the 

database. If these inputs are not validated, there is nothing 

to stop an attacker inputting malicious code, for example, 

that could instead instruct the database to delete a specific 

table of client records. 

 

OBJECTIVES OF SQLIA 

 

An attack against a database using SQL Injection could be 

motivated by three primary objectives: 

1. To steal data from a database from which the data 

should not normally be available, 

2. To obtain system configuration data that would allow 

an attack profile to be built. One example of this would be 

obtaining all of the database password hashes so that 

passwords can be brute-forced. 

3. To gain access to an organization‘s host computers via 

the machine hosting the database. This can be done using  

 

package procedures and 3GL language extensions that 

allow O/S access. 

 

IV. CONSEQUENCES OF SQLIA 

 Loss of data confidentiality 

 Loss of data integrity 

 Loss of data 

 Compromise of the entire network 

 

V. INJECTION MECHANISMS 

SQL statements can become vulnerable using different 

mechanisms: 

 Injection through user input: A result of a comparison 

of 60 commercial and open-source black box web 

application vulnerability scanners was released and 

titled: « The Scanning Legion: Web Application 

Scanners Accuracy Assessment & Feature 

Comparison ». This benchmark, realized by the 

security researcher Shay Chen in 2011, focused on 

testing commercial and open source tools that are able 

to detect (and not necessarily exploit) security 

vulnerabilities on a wide range of URLs. The chart 

given below shows input parameter‘s coverage 

supported by tested web application scanners. These 

inputs are basically: 

o HTTP Query String Parameters (GET): input 

parameters sent in the URL. 

o HTTP Body Parameters (POST): input parameters 

sent in the HTTP body. 

o HTTP Cookie Parameters: input parameters sent 

in the HTTP cookie. 

o HTTP Headers: HTTP request headers used by the 

application. 

 
FIGURE 1.3: INPUT PARAMETER‘S COVERAGE 

SUPPORT 
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 Second-order injection: Second Order SQL injection 

occurs when user submitted values contain SQL 

injection attacks that are stored in the databaseinstead 

of getting executed immediately. Which means that 

when user data is stored in database and later used by 

some other functionality of the application it doesn‘t 

escape or filter the data and use it as it is.  

 

Developers trust the data coming from the database, 

although a good practice should be to filter the data either 

coming from users or the retrieved from the database. This 

behavior is similar to Stored Cross Site Scripting attack. 

Second Order SQL Injection requires more knowledge of 

how submitted values are later used in order to perform 

successful second order SQL injection. 

 

VI. EXAMPLE APPLICATION 

Before discussing the various attack types, let‘s introduce 

an example application that contains SQL injection 

vulnerability.  

 

1. String login, password, pin, query 

2. login = getParameter("login"); 

3. password = getParameter("pass"); 

3. pin = getParameter("pin"); 

4. Connection conn.createConnection("MyDataBase"); 

5. query = "SELECT accounts FROM users WHERE 

login=‘" + 

6. login + "‘ AND pass=‘" + password + 

7. "‘ AND pin=" + pin; 

8. ResultSet result = conn.executeQuery(query); 

9. if (result!=NULL) 

10. displayAccounts(result); 

11. else 

12. displayAuthFailed(); 

FIGURE 1.4: EXCERPT OF SERVLET 

IMPLEMENTATION 

 

Note that the example refers to a fairly simple 

vulnerability that could be prevented using a 

straightforward coding fix. This example simply for 

illustrative purposes because it is easy to understand and 

general enough to illustrate many different types of 

attacks.The code excerpt in Figure 1.4 implements the 

login functionality for an application. It is based on similar 

implementations of login functionality that can be found  

 

 

in any Web-based applications. The code in the example 

uses the input parameters login, pass, and pin to 

dynamically build an SQL query and submit it to a 

database. 

For example, if a user submits login, password, and pin as 

―doe,‖ ―secret,‖ and ―123,‖ the application dynamically 

builds and submits the query: 

 

SELECT accounts FROM users WHERE 

login=‘doe‘ AND pass=‘secret‘ AND pin=123 

If the login, password, and pin match the corresponding 

entry in the database, doe‘s account information is 

returned and then displayed by function 

displayAccounts(). If there is no match in the database, 

function displayAuthFailed() displays anappropriate error 

message. 

 

VII. TYPES OF SQL INJECTION 

Following are types of SQL injection attacks: 

 Tautology-based SQL Injection 

In a tautology-based attack the code is injected using the 

conditional OR operator such that the query always 

evaluates to TRUE. Tautology-based SQL injection 

attacks are usually bypass user authentication and extract 

data by inserting a tautology in the WHERE clause of a 

SQL query. The query transform the original condition 

into a tautology, causes all the rows in the database table 

are open to an unauthorized user.  

 

 Piggy-backed Queries / Statement Injection 

This type of attack is different than others because the 

hacker injects additional queries to the original query; as a 

result the database receives multiple SQL queries. The 

first query is valid and executed normally; the subsequent 

queries are the injected queries, which are executed in 

addition to the first. Due to misconfiguration a system is 

vulnerable to piggy-backed queries and allows multiple 

statements in one query. 

 

 Union Query 

This type of attack can be done by inserting a UNION 

query into a vulnerable parameter which returns a dataset 

that is the union of the result of the original first query and 

the results of the injected query. 

The SQL UNION operator combines the results of two or 

more queries and makes a result set which includes 

fetched rows from the participating queries in the UNION. 
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Basic rules for combining two or more queries using 

UNION: 

 Illegal / Logically Incorrect Queries 

In this type of injection an attacker is try gather 

information about the type and structure of the back-end  

database of a Web application. The attack is considered as 

preliminary step for further attacks. If an incorrect query is 

sent to a database, some application servers return the 

default error message and the attacker takes the advantage 

of this weakness. They inject code in vulnerable 

parameters which creates syntax, type conversion, or 

logical error. Through type error one can identify the data 

types of certain columns. Logical errors often expose the 

names of tables and columns. 

 

 Inference  

This type of attack is normally created in the style of true 

false statement. After finding the vulnerable parameter, 

the attacker injects various conditions (that he wants to 

know whether they are true or false) through query and 

carefully observe the situation. If statement evaluates to 

true, the page continues to function normally. If false, the 

page behaves significantly different from the normally 

functioning. This type of injection is called Blind 

Injection. There is another type of inference attack which 

is called Time Attack. In this method an attacker design a 

conditional statement and inject through the vulnerable 

parameter and gather information based on time delays in 

the response of the database. 

 

 Stored Procedure Injection 

Stored procedures type of SQL injection try to execute 

store procedures present in the database. Most of the 

database has standard set of procedures (apart from user 

defined procedures) that extend the functionality of the 

database and allow for interaction with the operating 

system. The attacker initially tries to find the database 

type with other injection method like illegal/logically 

incorrect queries. Once an attacker determine which 

databases is used in backend then he try to execute various 

procedures through injected code. As the stored procedure 

is written by developers, therefore these procedures does 

not make the database vulnerable to SQL injection attacks. 

Stored procedures can be vulnerable to execute remote 

commands, privilege escalation, buffer overflows, and  

 

 

 

even provide administrative access to the operating 

system. 

 Alternate Encodings 

In this case the attacker injected encoded text to bypass 

defensive coding practices. Attackers have arranged 

alternate methods of encoding through their injected  

strings such as using hexadecimal, ASCII, and Unicode 

character encoding. Scanning and detection techniques are 

not fully effective against alternate encodings.  

 

VIII. DETECTION AND PREVENTION 

TECHNIQUES OF SQLIA 

 

Over years, many tools for detection and prevention of 

SQL Injection attacks have been developed. AMNESIA 

developed by Halfond and Orso[5]  in is a detection and 

prevention tool for SQL injection attack. It uses static 

analysis and runtime monitoring for the purpose. The tool 

builds a model of the legitimate queries at each hotspot i.e. 

where SQL queries are issued to database engine and 

monitors the application at runtime to ensure that all 

generated queries match the statically-generated model. In 

[6] a tool named CANDID is proposed for detecting SQL 

injection. The tool dynamically infers the programmer-

intended query structure on any input, and detects attacks 

by comparing them against the intended query structure. 

SQLRand[7]  uses instruction set randomization to detect 

and abort queries with injected code and every SQL 

keyword is joined with a random integer to mislead the  

attacker. The proposed technique in[8] prevents SQLIA in 

stored procedures by combining static application code  

analysis with runtime validation. In the static part, a stored 

procedure parser is designed and it instruments the 

necessary statements in order to compare the original SQL 

statement structure to that including user inputs for every 

SQL statement which depends on user inputs. The 

technique abstracts the intended SQL query behavior in an 

application in the form of an SQL-graph and this graph is 

then validated against all the different user inputs at 

runtime to capture all malicious SQL queries, before they 

are sent for execution. An efficient technique is presented 

in [9] for detecting and preventing SQL Injection attack 

using pattern matching algorithm. Pattern matching 

identifies or detects any anomaly packet from a sequential 

action, as the malicious code includes many anomaly  
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packets or strings. The technique proposed in [10] uses a 

new middle-ware-based prevention mechanism: 

SQLIMW. The SQLIMW avoids SQL-Injection attack  

from the programmer to the server. Hash function is used 

to replace encryption for better security. Furthermore, by 

combining the hash with XOR, it protects username, 

password and private key of SQLIMW.  

 

The proposal provides better security and efficiency. 

provides better security and efficiency. This kind of 

middleware is transparent to the programmer is not limited 

to sign-on authentication mechanism or single sign-on 

system, it can exist in any layer of Web application system 

exchanging information with the database. Almost every 

solution given to detect or prevent SQL Injection attacks is 

either for application layer or for database layer. But none 

of them provide security at both application and database 

layers. Also very little emphasis is laid on preventing SQL 

Injection attacks in stored procedures. [8] Although the 

mechanism of SQLIA is the same for both stored 

procedure and application layer program, the same 

detection technique could not be applied to stored 

procedures, because of limited programmability of stored 

procedures and the techniques usability and deployability. 

Many existing techniques, such as filtering, information-

flow analysis, penetration testing, and defensive coding, 

can detect and prevent a subset not all of the 

vulnerabilities that lead to SQLIAs. 

 

IX. CONCLUSION AND FUTURE WORK  

 

Nowadays, many businesses and organizations use web 

applications to provide services to users. Web applications 

depend on the back-end database to supply with correct 

data. However, data stored in databases are often targets of  

attackers. SQL injection is a predominant technique that 

attackers use to compromise databases. During the paper, 

researcher surveyed of different types of SQL injection 

attacks. As researcher presented, there are many types and 

forms of basic SQL injection attacks. The combination of 

them could come up with attacks that are more 

complicated. In this paper, researcher was able to get a 

good insight into the existing techniques of SQLIA on 

web applications and database systems. Researcher also  

studied the different mechanisms through which SQLIAs 

can be introduced into an application. Researcher also has  

 

identified techniques that can be used to secure web 

applications and database system against SQL injection  

attacks and have applied them. No detection technique is 

suitable and able to cover full scope of SQLIA. 

Understanding and identifying the working mechanisms, 

comparisons of detection techniques, as well as 

advantages and disadvantages of current techniques will 

be future work in this area. 
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